
More about Certificates



From Previous Tutorial
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• We already saw how to set up our own Certificate Authority (CA), as well as 
how to create our self-signed certificates, a couple of tutorials ago using 
OpenSSL (actual steps are repeated in the slides immediately following)

• General information on CA setup using OpenSSL is available in the 
documentation at:  https://www.openssl.org/docs/apps/ca.html

https://www.openssl.org/docs/apps/ca.html


Certificate Authority Setup - OpenSSL
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• Setting up the certificate authority (CA):
- Create a working environment in your home directory (or any directory of choice) with the command: 

cd && mkdir -p ourCA/signedcerts && mkdir ourCA/private && cd ourCA
(we indicate “ourCA” as the name of our working directory; you can pick any name of your choice.)

- Three initially empty sub-directories are created: ~/ourCA, ~/ourCA/private, and ~/ourCA/signedcerts

- Directory contents: ourCA: holds the certificates database, requests, CA certificate, generated certificates, and keys

ourCA/private: holds the CA’s private key

ourCA/signedcerts: holds copies of signed certificates (with serial naming)

• Next, create a certificate database within the ~/ourCA/ directory with the 
following command : 

echo '01' > serial  && touch index.txt

- The files, “serial” and “index.txt”, which are now visible in the current directory (~/ourCA), serve for the   

sequential naming of copies of signed certificates, later on in the certificate creating process



Creating Certificates with OpenSSL – CA setup contd.
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• Create a CA config file (caconfig.cnf), to used in the creation of CA certificates:
- Using a suitable editor, e.g: 

gedit caconfig.cnf

- Then, insert the contents of the file, caconfig.txt into this config file.

- Customize the following fields to suite your environment:

1   /home/<username>/ (under “local_ca” and “req”.), with your own username (type whoami, at the
command prompt)

2 commonName, stateOrProvinceName countryName, etc (under “root_ca_distinguished_name”)

- Save as caconfig.cnf and close



Creating Certificates with OpenSSL – CA setup contd.
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• Generate the CA Root Certificate and Key, as follows: 
- Create an environment variable (OPENSSL_CONF) that enables OpenSSL to look for a config file in the

location, ~/ourCA/:
export OPENSSL_CONF=~/ourCA/caconfig.cnf

- Generate the CA certificate and key:

openssl req -x509 -newkey rsa:2048 -out cacert.pem -outform PEM -days 1825 

- Enter an easy-to-remember passphrase

- The CA public certificate (cacert.pem) and the CA private key (cakey.pem) can now be respectively seen in the                

following directories: /myCA/ and /myCA/private/



Today’s Main Question
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What can we do with digital certificates beyond the mere purpose of secure 
exchange between Client and Server in the context of Assignment 1?



Other Uses of Certificates
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• Digital certificates are particularly useful in establishing security over the web 
(e.g., the authenticity of a website)

• You can attach your valid certificate to your website to prove it’s authenticity 
to others

• Digital certificates are equally applicable in the signing and encryption of 
emails (see https://help.utk.edu/kb/index2.php?func=show&e=513 for 
example)

• Email encryption using certificates/public keys guarantees confidentiality of 
email contents

https://help.utk.edu/kb/index2.php?func=show&e=513


Activity
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• Pick any two websites, identify the digital certificates, and consider the following 
questions for each website:

- Does a valid certificate exist? How did you determine this?

- When was the certificate issued?

- When does it expire?

- Which organization issued it?

- What other details can you identify?



Setup for Email Encryption
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• We will require the following tools: 

- Thunderbird

- Enigmail

- OpenPG

• Set up your email encryption system by installing the above tools:
https://www.enigmail.net/documentation/quickstart.php

https://www.enigmail.net/documentation/quickstart.php

