
Public Key Authentication to Your CPSC Account 

Most of you have probably used SSH to connect to the CPSC servers remotely, but in this tutorial we’ll 

show how you can use a public/private key pair to increase security and avoid having to enter your 

password every time. If you have used SSH before to remotely connect to the CPSC servers, you can skip 

the next section. 

Connecting to your CPSC Account via SSH 

Most UNIX systems should have the ssh command line tool included with them automatically. If you are using 

Windows you can use something like PuTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/). 

 You can use ssh to connect to your CPSC account by typing something like 

<your_username>@csc.cpsc.ucalgary.ca, at which point you will be prompted for your CPSC password. 

csc.cpsc.ucalgary.ca is just one of the remotely accessible CPSC servers. You can find a complete list of 

other CPSC servers that you can connect to at this link: 

http://www.cpsc.ucalgary.ca/tech_support/services/remote_access. 

 

Using Public Key Authentication 

This tutorial will assume you are using ssh through the terminal on a UNIX-based system , but PuTTY and 

other SSH implementations will likely support public key authentication. You just have to check their 

documentation.  

In addition to the ssh utility, UNIX systems should also provide an ssh-keygen utility that can be used for 

generating public/private key pairs. So, the first step is to generate this set of keys. To do so, you can 

type something like “ssh-keygen –t rsa –b 2048” to generate an RSA key that uses 2048 bits. The public 

and private keys should then be generated in the ~/.ssh directory. Typing “ls ~/.ssh” should show you an 

“id_rsa” file containing your private key, and an “id_rsa.pub” file containing your public key. Now your 

local machine is set up for public key authentication and you just need to set up the remote CPSC server 

to accept it. 

To do so, you need to copy the id_rsa.pub file to your CPSC account. You can use the secure copy tool to 

do so (scp). From within your ~/.ssh directory, running the command “scp id_rsa.pub 

<your_username>@csc.cpsc.ucalgary.ca:~” and entering your password when prompted will copy your 

public key to your home directory on the CPSC servers.  

Now, ssh into your remote account (still using password-based authentication). If you type “ls” from 

your home directory you should see the id_rsa.pub file that you have just copied over (as well as all your 

other files). Now you need to create a .ssh directory on your account if it does not yet exist, using the 

command “mkdir .ssh”. Then you need to copy the contents of the id_rsa.pub key into a new file called 

“authorized_keys” within this .ssh directory. You can do this using the command “cat id_rsa.pub >> 
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.ssh/authorized_keys”. Then clean up after yourself by deleting the id_rsa.pub file (“rm id_rsa.pub”), 

and type “exit” to end this SSH session.  

Now, if you try to SSH into your account on the CPSC servers, you should find that you are able to 

connect without any prompts for a password. This is because you are now using public key 

authentication. To prove this to yourself and see what’s happening behind the scenes use the –vv option 

with SSH to see how the session is actually being authenticated. You should repeat this process on any 

machine you use to connect to your CPSC account remotely, to eliminate the need to type your 

password and reduce the confidentiality threats posed by having to type your password each time. 


